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VMware CPU Host Info

VMware CPU Host info allows you to easy check all the cpu
information from your ESX Hosts

» Currently only accurate with Intel (AMD in the works)

 Provides information to build CPU Masks for Vmotion compatibility
» Check if VT is enabled
» Understand if FT will be supported
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ES# Semer Overview

Server ¢ | Vend:| Model CPUS | T ool Erabled| apably <D | FRXSR| RDTSC) SSE | SSE2 | !
1721610361 [HF | ProLiant DL330 ... |1 Intel(R) #e... | b ke - b H
1721610362 [HF | ProLiant DL330 ... |1 Intel(R) e | &= h & h & &
1721610363 [HF | ProLiant DL330 ... |1 Intel(R] #e... | &= b & & b & &
1721610364 [HP | ProLiant DL320 ... |1 Intel(A) #e... | b b X b b b
hpblade03.v... |HF FroLiant BL4ED:... |2 IntellR) =e... =, *, =, #
hpblade10.v... [HP ProLiant BL4BOC... |2 Intel[R] #e... & # & #
hpblade11.v... [HP ProLiant BL4GO0OC... |2 Intel[R] #e... #, # #, #
hpbladel 2.v... ProLiant BL4GO0C... |2 Intel[R] #e... =, # =, #
hpbladel3.v... |HF FroLiant BL460C... |2 IntellR] =e... =, # =, #
hpblade14.v... |HF FroLiant BL4ED:... |2 IntellR) =e... =, *, =, #
hpblade15.v... |HF FroLiant BL4ED:... |2 IntellR) =e... =, *, =, #
hpblade16.v... [HP ProLiant BL4G0:... |2 Intel[R] #e... # & # & #
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Tripwire Config Check

Tripwire ConfigCheck is a free Windows-based utility that rapidly assesses
the security of VMware ESX hypervisor configurations compared to the
VMware Infrastructure 3 Security Hardening guidelines.

- Run scan per ESX host  not multiple or VC
- No ESXi Support (makes sense?)
- Checks a lot

[ Tripwire ConfigCheck

saneea  Config : )
RrpWIT! ™" 1o vmare Esx Rm:,f&:ﬁﬁmpm =

Take the actionable steps needed and tum
55

f 5 _—
Remediate Now

B Gain Control of Your Virtual
& Physical Environment

Tripwire Enterprise software ensures con-
rol across the VMware ESX
ividual virtual ma-

Www.tripwire.com
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l_ Tripwire ConfigCheck

abouk

I  Config Did you Pass? Compa
't”Pw'rE Check for VMware ESX Ren¥ediate, Now! :

Take the actionable steps needed a

ES¥ Hostname: (R ERUER Username: failed results into passed. with Trip
Password: Root Password: Check Configuration T“'?h"‘m' Remediation Guidelines.

Check Complete: 18 Passed, 31 Failed

Z.12.2.3.1 Werify the jetc/logrotate . dfvmlawarning File Uses the 'compress' Option

; I:ST:JI-.-?': t{j&t;j'lug:n:ﬁatl-e.dli'.rmkw:;;;g L:-steslﬂ thet'ctunid?reis' DPtiun Failed Eain [:l]lltl'ﬂl uf 'fuur vi
J12.2.3.2 Werify the Size of the Log File <= in fetcflogrotate, dfvmbkwarning - c
Size of the Log File <= 4096K in the fetcflogrotate.dfymbkwarning File Failed & Phyﬁlcal Envlrunme

2.12.3 Use Remote syslog Logging Tripwire Enterprise software ensure:
Use Remote syslog Logging Failed figuration control across the VMware
2.12.4 Display Different Log Level Messages on Different Screens server hypervisor, individual virtual
Display Different Log Level Messages on Different Screens Failed chines and their ph}rsiml counterpa
2.12.5 Use Local and Remoke sudo Logging s AT e
2.12.5.1 Verify fetcfsudoers Settings
Yerify That syslog Is Configured in fetcfsudoers File Failed Virtual Infrastructure
Z.12.5.2 Werify That fetc)syslog.conf Contains Proper Settings For Logging sudo Activiky
Yerify That syslog Daemon Sends the Logging Information to File Failed J
2.12.6 Secure the SMMP Configuration @ @ @ @
z.12.6.1 Zhange the Permissions of the snmpd,conf File ba 700 ESX Servers
Yerify Jetcfsnmpfsnmpd.conf Permissions Failed
Z.12.6.4 Do Mot Change Mode from Read-only lI
Additional Information for Tripwire ConfigCheck {THM):
PEvacy Policy Support FAQ
End User License Agreement ViMware Infrastructure 3 Secwrity Hardening




Change Reporter for VMware
Infrastructure 3

NetWrix Change Reporter for VMware Infrastructure 3 audits all changes
and enforces controlled change management processes across your virtual
environment. This freeware tool sends a daily report pointing to every
change made to your ESX servers, folders, clusters, resource pools, virtual
machines, and their hardware (*), including previous and current ("before"
and "after") configuration values. :

- Great Overview
- Free version limited, does not show ‘who’

- Runs as Service and can send automated

reports

http://www.netwrix.com/




) ¥Mware Infrastructure 3 changes report 12,/11,/2008 11:45:01 PM - 12/11,/2008 11:55:00 PM for domain https://172.1... [H[=] [E3

File Edit ‘iew History  Bookmarks Tools  Help

- c M TR I |_1'] |Fi|e:,|',|',|'C:,l'Dn:u:ument5 and Settings/Administrator My Documents/vI 57+ I*|Gn:u:ugle i,.'r:'

|_£| Mask Yisited " Getting Started o Latest Headlines

Zhange analysis completed successfully,

More reports are available in the Commercial version only.

Summary Information

Cbjects Added 1]
Objects Removed 1]
COhbjects Maodified 1

Freeware version reports only changes For virkual machine settings, Change reparting on entire YI3 environment available in Commercial version only.

The following changes were detected in wour MMware Infrastruckure 3 inventory:

Change Object When Who Object Name Details
Type Type Changed Changed
Modified  WirtualMachine Commercial Commercial —\Dakacenters Advanced Configuration {dMotion.enabled) with value false added

wersion only  wersion only \WMware Briefing  Advanced Configuration (sched.swap.derivedMame) changed from

CenterivmiStorage fvmfs/volumes;/4926a08a-34f39018-3bc3-001e0bife5bc

YMokion Example /Storage ¥Motion Example/Storage ¥Motion Example-
T1a307hd.¥vswp to fymfs/volumes,/473823d4-ac322237-
bZec-001aa01c143f/Storage ¥Motion Example,/Storage ¥Motion
Example-9e553d97.vswp
Advanced Configuration {scsi0:0.DMotionParent) with value
Svmfs/volumes;/4926a08a-34f39018-3bc3-001e0bafe5bc
Jstorage ¥Motion Example,;/Storage ¥Motion Example.ymdk
added

This iz an automatically generated message from MetWrix Change Reporter For MMware Infrastructure 3, Please visit v, nekbwriz, com For more
products and updates,
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VCPIlus

Additional Windows Service to automate and add extra information into VC
environments.
Reports disk usage inside VMs
Reports about size of snapshots! (not always)
Can sync VM name with DNS name
WATCH your VC lodfile!!!
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1) 936 ME (6134 ME)
) 63 ME (1197 ME)
) 2470 MB (6134 MB)
1Y, 119 ME (407 ME)
1Y, 115 ME (407 ME)
) 103 ME (612 ME)

N i-.ﬁ.dministratm



MCS StorageView 1.1

A Tool to display the logical Partitions of all virtual Machines on VMware
ESX 3.x or Virtual Center 2.x . The Tool can display how many Gigabyte
the Customer can save when he decrease the logical partition to a size
the VM really need.

Option to store information into Database

MCS Storageview version:
Connection  Info

i

Show historic graphs with database view [ ] T

[~ A== -~
H G i save when
Vi Count: [ [ D e
- ot used bt eserved T Gigsbyes 93 Gioabyies Waring whenfiec space s under. [5  percent
Vitual Machine Operating System. LogicalD...| Capac.. [ Frees.. [Freein% ]
Miciosoll Windows X Prfessiona (32,5 powered0lf NoDala NoData NoDota
Mictosolt Windows <P Professinsl (32:1) powereddii NoData NoData NoDala
MCSOCT Mitosoft Windos Server 2003, Stendard Edion (3251) | C 22 s2 5

Mictosoft Windows Server 2003, Standard Ediion (3261) € 10228 5463
MCS-FS01 MictosoftWindors Server 2003 Standard Ediion (3268 CA s182

MCSFS01 Mictosoft Windows Server 2003, Stendard Ediion (3268) £\ 40955 6661
MCSMal Mictosoft Windows Server 2003 Standard Ediion (546¢] | CA 1535 4249

.
MCS el Mictosolt Windows Server 2003, Standrd Editon (B451] D\ 1551 65
MCS el Mictosot Windows Server 2003 Standerd Edion (451) | E S
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FACS - il kicrozaft Windows Server 2003, Standard Edition [64-hit] - E:% 10237 3306 i
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MCS-Thindpp Microzoft \Windows P Profeszional [32-bit] C:h 2182 4785 ha
RCS-ACO kicrozaft WwWindows Server 2003, Standard Edition [32-hit] | C:A 15351 A7h4 a7
MCSA'CO1 Microsoft windows Server 2003, Standard E dition [32-bit] - E:% 10z _ %]
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MCSwebcast_Server Oither Linus [32-bit] /bact oae Discover I Data Export | Database |
MCSDCO Microzoft \Windows Server 2003, Standard Edition [32-bit]  powered0ff | Mo :
MCSOCO1_ALT Microsoft Windows Server 2003, Standard Edition [32-bit]  powered0ff Mo automatic refresh: ¥
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Mettpp OnTap 724 Red Hat Enterprise Linus 5 [54-hbit] powereddff | Mo : ;
Old_ExAccessiP Microsoft Windows %P Professional [32-bi] CA a1ce A baree ke e |Usemame
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SVmotion Plug-in

SVMotion is a VMware Infrastructure (VI) client plug-in that extends the
client's functionality by providing an integrated, graphical tool that can be
used to invoke storage VMotion (SVMotion) operations.

- Awesome tool to enable storage Vmotion

- Does not support multiple operations

Ele Edt View Inventory Administration Plugins Help

W
& Y01 Dero Deskéop Sort Datastores By
% e 2 i B EMCProductionVDI Storage ’;‘ Name & p,ggggm—‘
B viz-Dene en B st
& VI3-Demo N - ‘
ampl

3 VI3-Demo I Show Local Storage
& Vi3-Demo

[ Datastore Propeties.

- B VDI Desklops (B o
storagel Fiee Space - GB
L[ PaulEDUVMFS Used - GB:

Murber of Disk:

[ Virual Machine Properties
Total Size-GB: 15
Number of Disks: 1

B Vb
(B Storags YHlation Example

http://vip-svmotion.wiki.sourceforge.net/ - —— i

[Py Aobiaciars, vbe.focal clseoy

[y Hwblack1s vic oca (docoms Cancel
»

[tatedby = T
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RVTools

With RVTools you can disconnect the cd-rom or floppy drives from the virtual
machines and RVTools is able to list the current version of the VMware Tools
installed inside each virtual machine and update them to the latest version. It
also provides easy overviews of VMs and Snapshot.

 Not all functionality seems to work with VI3.5

» Useful information, especially snapshots and CD connections

L R¥Tools 2.1
Fle  View Help

vinfa | vEPU | wMemery | wDisk | vNetwork | vFloppy | vCD | vGnapshat vTecls |

=

=

2
g
-

e | WM ‘ Tools Tools Version
3PAR_1 toolshotinstallad
3PAR _victg-rch toolsk 44428

LieCycle Manager \aolsMotFiuning | 110271
SRM ActiveDiectary taolsNotRunning
SRM Demo taokNotRunming
SRM Demo aokilk T2
SRM Demo taokNotRunming
SRM Demo taolsNotRunning
SRM-Demo N |tookOk e
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I -+ 2003 Demot 0 |todsOk 110271

I |SRMWin2003 Demo2 0 |todsOk T2
Thintpp_packager ervionment aokilk e

jmim | im | | | i i i

WOM3_server toolsMotRunning | 110271
Win2003_15GE_Template

http://rvtools.deveij.com/ -




4 R¥Tools 2.1 _(O):

File  W%iew Help
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r SAk-Demod poweredff toolzM otR unning Mo Falze (.
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4 k
Upgrade Whware Tools

£, adrministr ator || 172.16.102.40 |2} ¥Mware YirtualCenter 2,5.0 build-119598 | 21 rows
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Console plug-in

console- A VI client plug-in that integrates an SSH console directly into
the client.

e Cool SSH plugin inside VC

» Does not use credentials out of VC, so still login needed

e Limited Terminal Emulation (ESXTOP does not work)

http://akutz.wordpress.com/software/
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Add Port Group Plug-in

Easy plug-in to add a single port
group to multiple ESX hosts or
remove them.

-No installed, just copy into VC
client plugin directory

- Very easy and straight forward

- Does not seem to remove port
groups

http://www.vminfo.nl/wp-
content/uploads/2008/10/addport
Qroups.zip




Add Port Group Plug-in



ITQ VLan and Portgroup
Manager

Easy management for adding and removing port groups on multiple servers
or auto execute of shell command on multiple servers

- ‘Easy’ to use interface
- Separate software, no VC Plugin

- Fast adding and removing of port groups

http://www.run-virtual.com/?page_id=160






Any ldeas?

Do you have any good ideas for the next
cool Virtualization Utility ?7?



