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� SRM in 10 minutes

� Installation & Configuration – FAQs, issues, pitfall s

� Storage Replication Adapters – install, setup, gotch as

� SRM Administration – concepts, FAQs

� Failback – Workflows, Considerations

� Q & A



SRM in 10 Minutes

� Disaster Recovery Problem Set

� VMware’s DR Vision

� Site Recovery Manager



Disaster Recovery Problem Set

� Management

Simplify and automate setup, testing, 
and execution of recovery process

Lower RTO and increase reliability

� Data

Protection of all  data – configuration, 
OS, and application

� Infrastructure

Reduce cost and complexity of 
providing infrastructure necessary to 
ensure successful recoveryInfrastructure



VMware Vision for Disaster Recovery 

Rapid
� Automate recovery process

� Eliminate failures due to hardware dependencies

� Integrate different components of recovery 

Reliable
� Enable easier, more frequent testing

� Turn manual, inconsistent processes into 
pre-programmed, repeatable processes

Manageable
� Centralize and simplify management of recovery plans

� Make disaster recovery protection a property of 
virtual infrastructure

Affordable
� Eliminate idle recovery hardware

� Eliminate dependencies on physical infrastructure
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Hardware Independence

Run a virtual machine on any 
server without modification

Partitioning

Run multiple virtual machines 
simultaneously on a single physical 
server

Isolation

Each virtual machine is isolated
from other virtual machines on the 
same server 

Encapsulation 

Virtual machines encapsulate entire 
systems (hardware configuration, 
operating system, apps) in files

VMotion™

Useful Properties of Virtualization for DR



Introducing VMware Site Recovery Manager

Simplifies and automates disaster 
recovery workflows:

Setup, testing, failover
Turns manual recovery runbooks
into automated recovery plans

Provides central management of 
recovery plans from VirtualCenter

Works with VMware Infrastructure 
to make disaster recovery rapid, 
reliable, manageable, affordable

Site Recovery Manager leverages VMware Infrastructu re to deliver
advanced disaster recovery management and automatio n
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Server Side Components 
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Installation & Configuration

� Issues from the field

� FAQs

� Common Pitfalls



Install & Config – Issues from the field 1 of 3

� Q. We had SRM installed and working but now the 
SRM service will not start?

A. Most common root cause is SRM not licensed (check SRM logs) and 
defaults back to “Eval” mode. Solution is to install your “full” SRM license

� Q. We have installed SRM but would now like to 
rename our “Sites” can we do this?

� A. In this release of SRM the site names specified during the install 
process cannot be undone without reinstalling SRM. This feature request 
will be considered for a later SRM update

� Q. Can we install SRM and use only a single 
VirtualCenter instance?

� A. No. SRM requires two instances of VirtualCenter



Install & Config – Issues from the field 2 of 3

� Q. During the install process port 80 is defined as  the 
communication port for VirtualCenter, can this be 
changed?

A. Even though SRM uses SSL when it communicates to VirtualCenter, it 
does not use port 443. SRM establishes a TCP connection to port 80, 
then uses an HTTP CONNECT request to establish a tunnel to the VC 
server, then does an SSL handshake with VC over that tunnelled 
connection. The SRM installation enforces these semantics.



Install & Config – Issues from the field 3 of 3

� Q. We have installed 
SRM but cannot see any 
SRM screens inside 
VirtualCenter?

� A. To make the SRM icon 
and screens available you must 
download/install the SRM 
plugin via the VirtualCenter
“Manage Plugins” menu. Your 
VirtualCenter userid will also 
need the appropriate privileges 
to be able to work with SRM.



Installation & Configuration – FAQs

� Q. Where should we install SRM (and the SRA)?

In a VM?

On the same VM as VirtualCenter?

Should the SRM database reside alongside the VirtualCenter db?

Can the SRM database be of a different type? i.e Oracle?

A. It can depend on…..

Size of VI environment (# hosts/# VMs)

Small #hosts & VMs customers deploying in same VM as VC

Larger #hosts & VMs customers installing SRM components in 
separate VM

Type of SRA being used can be a factor i.e does your SRA need 
access to “admin” LUN(s) to communicate with storage?



Installation & Configuration – Common Pitfalls 

� Q. We have created a protection group but it has a 
warning triangle icon against it and if we try to c onfigure 
protection on the VM a “Edit VM Properties” wizard p ops 
up?

A. The root cause here is nearly always a missing inventory mapping
relating to one of the virtual machine(s) at the protected site that the 
protection group is trying to protect.� So what does this look 
like?

� If we review the 
“Inventory Mapping”
screen we can see that 
the folder the Webstore
VM resides in has not 
been mapped.

� If we review the SRM 
log we can see this also

� Solution is to 
simply map the folder 
to a folder at the 
recovery site



Storage Replication Adapters

� Installation

� Common Setup Issues

� Gotchas



Storage Replication Adapters – Installation

� Download SRA from vmware.com install, no other 
checks needed, is that correct?

NO, each vendor provides a readme, ensure you review this

Each vendor also supplies a whitepaper / technote covering best 
practices for setting up their adapter (SRA), ensure you seek 
these out! List of currently available  docs on the SRM forum:  
http://communities.vmware.com/thread/165859?tstart=0

� All the SRA’s communicate with their arrays in the 
same way?

NO, again each vendors architecture is different for connectivity 
some require the installation of a client side remote command 
suite (provided by the storage vendor)



Storage Replication Adapters – Common Setup Issues

� Launching the “Configure” Array Managers wizard 
generates errors?

Errors returned during the simple input phase of the array 
manager configuration usually point to misconfiguration of the 
storage array client/server communication

If you are seeing errors at this point review the storage vendors 
readme for installation of their adapter and ensure to review any 
best whitepapers. Pay particular attention to sections on 
configuration of any command line variables

Common mistakes include adapters that depend on perl and 
then fail to set a PATH variable for the perl bin folder

Array configurations that do not match pre-reqs defined in 
storage vendors documentation



Storage Replication Adapters – Gotchas 1 of 2

If the replicated 
VMFS datastores are 
empty i.e contain no 
VMs then the 
datastore will not 
appear. Add VMs
into the datastore(s) 
and use the rescan 
arrays button to 
update the view

Storage Replication Adapter is installed correctly,  all seems ok
however in the datastore groups screen no datastores appear?



Storage Replication Adapters – Gotchas 2 of 2

� We have storage replication configured but still se e 
errors running the recovery plans?

Double check the storage configuration against the storage 
vendors pre-reqs. For “Test” mode recoveries storage vendors 
may not support all of their own available method for creating 
snapshot luns. Verify the method you are using matches their 
documentation

If you have configured device/consistency/disk groups within 
your storage array verify the setup of this matches the SRA’s
recommended configuration. Some vendors have particular 
requirements for configuration of these data consistency objects
when used with Site Recovery Manager



SRM Administration

� SRM Admin Concepts

� FAQs



SRM Admin Concepts – Placeholder VMs

� When creating a protection group SRM prompts for a 
datastore location to house “Placeholder VMs” what ar e 
these used for?

Used to identify a location of the recovered VM in within the recovery 
site VirtualCenter inventory

SRM will replace the placeholder VM with the VM registered from the 
replicated storage during testing / failover

� Which datastore should be selected to hold the 
placeholder VMs? What to consider?

Datastore needs to reside at the recovery site

Datastore does not need to be replicated

Sizing - datastore will only contain VM config files (*.vmx, *.vmxf, 
*.vmsd (typically 3 files < 1KB each)



SRM Admin Concepts – Networking 1 of 2

� If recovery plan is invoked 
in “Test” mode the VMs are 
by default assigned to the 
“bubble” network 
(designated “Auto”).

� If recovery plan is invoked 
in “Run” mode the VMs are 
by default assigned to the 
network (portgroup) defined 
in the inventory mapping 
screen at the protected site.

If a recovery plan is run in “Test” mode or “Run” mod e what 
are the differences in terms of networking for the VM’s being 
recovered?



SRM Admin Concepts – Networking 2 of 2

� Considerations for 
“Test” networking

� Reality is this feature is a 
safety valve to prevent VMs
being tested on production 
portgroups by default

� In practice customers will 
create test VLANs and 
override “bubble”



SRM Admin Concepts – VM Placement 1 of 2

� How will the placement of VMs affect the flexibility  of 
an SRM protection group / recovery plan design?

Remember that the basic unit of replication is the datastore

A protection group will consist of one or more datastores

For a protection group to map to a business entity such as 
application group, department, IT service then VMs on datastore
must map to that entity to provide required granularity

For protection groups and recovery plans consisting of multiple 
datastores verify the replication schedules are sufficiently 
consistent with each other to meet your RPO’s and ensure 
applications recover correctly. This can be enforced at the 
storage array level



SRM Admin Concepts – VM Placement 2 of 2

� Goal – have a protection 
group and a recovery plan 
that consists of only our 
RDBMs VMs

� First locate the RDBMS 
VMs and verify they are 
only type on datastore
(if others exist we can 
svmotion to another 
datastore). Create 
protection group

Using information from previous slide lets look at a 
simple example.

� We note that the 
datastore group consists 
of more than one 
datastore. We will then 
verify this is a valid config
and the VM involved is 
one of our RDBMS VMs

� Create the recovery 
plan, we now see the 
flexibility SRM offers in 
testing subsets of an 
infrastructure



SRM Administration – FAQs 1 of 3

� Q. Which VirtualCenter object is SRM enabled on, 
Host, Cluster, Resource Pool?
A. In SRM the basic unit of replication is the datastore. Recovered VMs
can be placed on arbitrary hosts/clusters, as long as the hosts can access 
the replicated datastores

� Q. Do all VM’s we are protecting need to be in a 
cluster?
A. No. SRM only requires separate VirtualCenter instances. One 
managing protected site and other managing recovery site

� Q. For failover how does SRM guarantee 
resources at the recovery site?
A. SRM can suspend local VM’s at the recovery site as part of recovery 
plan. Best practice is to also use resource pools at the protected site and 
map these to resource pools at the recovery site using SRM “Inventory 
Mapping”



SRM Administration – FAQs 2 of 3
� Q. Occasionally when we login to the SRM screens we  
see the sites pairing status displayed as “Low 
Resources on Paired Site” what causes this?

� A. The “Low Resources…” message can be generated if any of the 
following conditions are true on the server (VM) where SRM is installed:

� Remote site free disk space drops below 100 Mb (default)

� Remote site CPU usage goes above 70 % (default)

� Remote site available memory drops below 32 Mb (default)

� These are default values which can be configured by modifying the 
vmware-dr.xml file located in C:\Program Files\VMware\VMware Site 
Recovery Manager\config

� The fields to modify are minDiskSpace, maxCpuUsage, and 
minMemory.



SRM Administration – FAQs 3 of 3
� Q. During the beta SRM used to preserve the VMFS 
datastore names now they appear as Snap-xxxx?

� A. The GA version of SRM, by default, does not rename datastores
back to the original VMFS name. Customers with ESX v3.0.x should leave 
the default behaviour in place. Customers with ESX v3.5.x can reverse the 
behaviour by setting the following variable to “true” in vmware-dr.xml, 
default is “false”

� <fixRecoveredDatastoreNames>true</fixRecoveredDatastoreNames>

� Note: vmware.dr.xml is located in C:\Program Files\VMware\VMware 
Site Recovery Manager\config



Failback

� Failback and SRM 1.0

� Options with SRM 1.0

� Abbreviations and Checklist

� Leveraging SRM 

� Considerations and Summary



Failback Is Not Automated in SRM 1.0

?



Why Is Failback Not Automated in SRM 1.0 ?

� Storage Replication Adapter (SRA) is ONLY responsible for:

Array discovery

Replicated LUN discovery

SRM Test initiation (simulated failover in an isolated environment )

SRM Failover initiation (actual failover of services to the recovery site )

� SRM Failback initiation is not part of the SRA 1.0 specification



Storage View During a SRM Recovery
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SRM Recovery



SRM 1.0 Failback Options

� You have two Failback Options
Without SRM (no Recovery Plan, no Testing capabilities, no audit trail)

Delete the protection groups in the Protected Site VC

Unregister the protected virtual machines in the Protected Site VC

Work with your storage team, reverse data replication
VM re-inventory in Protected Site VC, restart and re-ip (manual or scripted)

With SRM (Recovery Plan, Test before Recovery, built-in audit trail)

Delete the protection groups in the Protected Site VC
Unregister the protected virtual machines in the Protected Site VC

Work with your storage team, reverse data replication

Leverage SRM, complete SRM workflows in the reverse direction from 
Recovery Site back to the Protected Site

Repeat the above steps from the Protected Site back to the Recovery Site

to complete the re-protection of the virtual machines in the Protected Site



Failback Leveraging SRM

� Connect to the VC instance in Site A and delete protection group (PG 1)



Failback Leveraging SRM…..

� Connect to the VC instance in Site A and perform 
a remove from inventory operation on all the 
protected VMs in Site A 



Failback Leveraging SRM…..

� Work with your Storage team to complete a storage 
configuration change ‘personality swap’ – FIRST ONE

Source LUN is now associated with Site B and the Target LUN is 
associated with Site A 



Failback Leveraging SRM…..
� Complete the Array Manager configuration wizard in Site B.

Site A          
Array Manager 

View 

Site B          
Array Manager 

View 



Failback Leveraging SRM…..

� Configure Inventory Preferences in Site B

These inventory preferences will be applied to the protected VMs when 
they are restarted in Site A after the failback 



Failback Leveraging SRM…..

� Connect to the VC instance in Site B and configure protection 
groups for the virtual machines that will be failed back to Site A



Failback Leveraging SRM…..

� Connect to the VC instance in Site A and create required 
recovery plan(s) in Site A 



Failback Leveraging SRM – Final Step

� You are now READY for FAILBACK

First complete a SRM Test from Site B to Site A

Confirm all protected VMs started up cleanly

Review the history report which is your audit trail for the SRM Test

Second complete a SRM Recovery from Site B to Site A

Confirm all protected VMs started up cleanly

Review the history report which is your audit trail for the SRM Recovery*

Note: FAILBACK is completed via a SRM Recovery operation



Post Failback – Rebuild Original Configuration

� Shutdown all of the protected VMs in Site A that wer e 
failed back from Site B 

� Perform a cleanup of the directory in Site A that 
contained the VM configuration files created during  
protection group(s) creation in Site B

� Connect to the VC instance in Site B and delete 
protection group(s) that were created in Site B

� Connect to the VC instance in Site B and perform a 
remove from inventory operation on all the protecte d 
VMs in Site B that were recovered to Site A 



Rebuilding Original SRM Configuration

� Work with your Storage team to complete a storage configuration 
change ‘personality swap’ – SECOND ONE

Source LUN is now re-associated with Site A, the Target LUN is 
re-associated with Site B along with the Clone LUN 



Rebuilding Original SRM Configuration…..
� Recreate protection group(s) in Site A for the protected VMs

Note: The protection groups you create here should be identical to the 
protection groups that were originally associated with recovery plans 
contained at Site B ( RP 1) 

� Re-associate protection group(s) in Site A with RP 1 in Site B



Rebuilding Original SRM Configuration…..DONE!

� Complete a final ‘Test’ a simulated failover against a recovery plan to 
ensure that Site A is RE-PROTECTED and ready for any event that may 
necessitate a Recovery via SRM to Site B should a disaster be declared 

SRM Test



Failback Considerations

� Site Pairing from Site B back to Site A via the SRM  
Connection wizard 

Not required as this is a bi-directional relationship and only 
needs to be completed once between Site A and Site B

� SRM License transfer between Site A and Site B 

The SRM failback steps did not discuss the transfer of SRM 
licenses between Site A and Site B and vice versa

� DNS Updates: SRM 1.0 does not provide a mechanism 
to update DNS 

Remember to update DNS as required during FAILBACK



Failback Summary

� Failback is not an automated procedure in SRM 1.0

It is a multistep process that will require plannin g on your part

� You will need to involve the storage team during fa ilback

� Failback can be completed leveraging SRM, the benef its are:

Recovery Plan

Test before Recovery (FAILBACK)

Built-in audit trail

� Practice Makes Perfect, Test and then Re-Test your 
FAILBACK procedures



VMware BCDR References

� Download VMbook on BCDR at:

http://www.vmware.com/files/pdf/practical_guide_bcd r_vmb.pdf

� Visit the Site Recovery Manager site to learn more at: 
http://www.vmware.com/products/srm/

� Download the Site Recovery Manager Compatibility Ma trix, which 
is available at: 
http://www.vmware.com/pdf/srm_10_compat_matrix.pdf

� Download the Site Recovery Manager Evaluator's Guid e, which is 
available at: http://www.vmware.com/pdf/srm_10_eval_guide.pdf



Q&A


