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SRM in 10 Minutes

Disaster Recovery Problem Set

VMware’'s DR Vision

Site Recovery Manager




Disaster Recovery Problem Set

Management

Simplify and automate setup, testing,
and execution of recovery process

Lower RTO and increase reliability

Data

Protection of all data - configuration,
OS, and application

Infrastructure

Reduce cost and complexity of
providing infrastructure necessary to
Infrastructure ensure successful recovery




VMware Vision for Disaster Recovery

Automate recovery process
Eliminate failures due to hardware dependencies
Integrate different components of recovery

Enable easier, more frequent testing

Turn manual, inconsistent processes into
pre-programmed, repeatable processes

Centralize and simplify management of recovery plans

Make disaster recovery protection a property of
virtual infrastructure

Eliminate idle recovery hardware
Eliminate dependencies on physical infrastructure




Useful Properties of Virtualization for DR

-

Partitioning

Run multiple virtual machines
simultaneously on a single physical
server

=

Isolation

Each virtual machine is isolated
from other virtual machines on the
same server

-

Hardware Independence

VMotion™

Run a virtual machine on any
server without modification

Virtual machines encapsulate entire
systems (hardware configuration,
operating system, apps) in files




Introducing VMware Site Recovery Manager

Site Recovery Manager leverages VMware Infrastructu  re to deliver
advanced disaster recovery management and automatio n

_ > Simplifies and automates disaster
Production Recovery recovery workflows:

f = Setup, testing, failover
G || = =

> Turns manual recovery runbooks

i ﬁ ﬁ into automated recovery plans

> Provides central management of
recovery plans from VirtualCenter
_ &




Site Recovery Manager at a Glance
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Installation & Configuration

Issues from the field

FAQs

Common Pitfalls




Install & Config — Issues from the field 1 of 3

Q. We had SRM installed and working but now the
SRM service will not start?

A. Most common root cause is SRM not licensed (check SRM logs) and
defaults back to “Eval” mode. Solution is to install your “full” SRM license

Q. We have installed SRM but would now like to
rename our “Sites” can we do this?

A. In this release of SRM the site names specified during the installl
process cannot be undone without reinstalling SRM. This feature request
will be considered for a later SRM update

Q. Can we install SRM and use only a single
VirtualCenter instance?

A. No. SRM requires two instances of VirtualCenter




Install & Config — Issues from the field 2 of 3

Q. During the install process port 80 is defined as the
communication port for VirtualCenter, can this be

changed?

Even though SRM uses SSL when it communicates to VirtualCenter, it
does not use port 443. SRM establishes a TCP connection to port 80,
then uses an HTTP CONNECT request to establish a tunnel to the VC
server, then does an SSL handshake with VC over that tunnelled
connection. The SRM installation enforces these semantics.




Install & Config — Issues from the field 3 of 3

3 Plugin Manager

Q. We have installed —
SRM but cannot see any L —————
SRM screens inside e fne
VirtualCenter? B ibing

A. To make the SRM icon T oeees WA
and screens available you must
download/install the SRM

plugin via the VirtualCenter
“Manage Plugins” menu. Your
VirtualCenter userid will also
need the appropriate privileges
to be able to work with SRM.




Installation & Configuration — FAQS

Q. Where should we install SRM (and the SRA)?

> InaVM?

> On the same VM as VirtualCenter?
® Should the SRM database reside alongside the VirtualCenter db?
® Can the SRM database be of a different type? i.e Oracle?

A. It can depend on

Size of VI environment (# hosts/# VMSs)
Small #hosts & VMs customers deploying in same VM as VC

Larger #hosts & VMs customers installing SRM components in
separate VM

Type of SRA being used can be a factor i.e does your SRA need
access to “admin” LUN(s) to communicate with storage?




Installation & Configuration — Common Pitfalls

Q. We have created a protection group but it has a
warning triangle icon against it and if we try to c onfigure
protection on the VM a “Edit VM Properties” wizard p ops
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Storage Replication Adapters

Installation
Common Setup Issues

Gotchas




Download SRA from vmware.com install, no other
checks needed, is that correct?

NO, each vendor provides a readme, ensure you review this

Each vendor also supplies a whitepaper / technote covering best
practices for setting up their adapter (SRA), ensure you seek
these out! List of currently available docs on the SRM forum:
http://communities.vmware.com/thread/1658597tstart=0

All the SRA’s communicate with their arrays in the
same way?

NO, again each vendors architecture is different for connectivity
some require the installation of a client side remote command
suite (provided by the storage vendor)



Launching the “Configure” Array Managers wizard
generates errors?

Errors returned during the simple input phase of the array
manager configuration usually point to misconfiguration of the
storage array client/server communication

If you are seeing errors at this point review the storage vendors
readme for installation of their adapter and ensure to review any
best whitepapers. Pay particular attention to sections on
configuration of any command line variables

Common mistakes include adapters that depend on perl and
then fail to set a PATH variable for the perl bin folder

Array configurations that do not match pre-regs defined in
storage vendors documentation



Storage Replication Adapters — Gotchas 1 of 2

Storage Replication Adapter is installed correctly, all seems ok
however in the datastore groups screen no datastores appear?

>If the replicated oo the i of ettt ROV
VMFS datastores are
empty i.e contain no o
VMs then the
datastore will not
appear. Add VMs
into the datastore(s)
and use the rescan
arrays button to
update the view

i
&
£
_?!‘:;

Datastore Group: [s1-srm-src03]
Datastore Group: [s1-srm-src01]
Datastore Group: [s1-srm-src07]
Datastore Group: [s1-srm-src09]
%[ Datastore Group: [s1-srm-src08]
%[ Datastore Group: [s1-srm-srcl0]
Array Fas2020lower

&-6-8-E

o
B-81-8
OO

CREE )

Datastore Group: [s1-srm-src0S]
Datastore Group: [s1-srm-src06]
Datastore Group: [s1-srm-src02], [51-srm-src04]

Qe

-




We have storage replication configured but still se e
errors running the recovery plans?

Double check the storage configuration against the storage
vendors pre-regs. For “Test” mode recoveries storage vendors
may not support all of their own available method for creating
snapshot luns. Verify the method you are using matches their
documentation

If you have configured device/consistency/disk groups within
your storage array verify the setup of this matches the SRA’s
recommended configuration. Some vendors have particular
requirements for configuration of these data consistency objects
when used with Site Recovery Manager



SRM Administration

SRM Admin Concepts

FAQs




SRM Admin Concepts — Placeholder VMs

When creating a protection group SRM prompts for a
datastore location to house “Placeholder VMs” what ar
these used for?

= Used to id{ e S - 1~ the recovery

S|te V| rtu al Datastore for Placeholder ¥Ms

Select a recovery site datastore For the placeholder WM configuration Files,

> SRM will re¢ ared from the
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SRM Admin Concepts — Networking 1 of 2

If a recovery plan is run in “Test” mode or “Run” mod e what
are the differences in terms of networking for the VM'’s being

recovered?

If recovery plan is invoked
in “Test” mode the VMs are
by default assigned to the
“bubble” network
(designated “Auto”).

If recovery plan is invoked
in “Run” mode the VMs are
by default assigned to the
network (portgroup) defined
in the inventory mapping

screen at the protected site.

3 Edit Recovery Plan

Configure Test Networks
Set the netwarks to use while running tests of this plan.

For each network used by virtual machines in this plan, select a
network to use while running tests.

Networks Select "Auto” if you want the system to automatically cpeesTE
Suspend Local YMs




SRM Admin Concepts — Networking 2 of 2

Considerations for A—
“Test” networking Configure Test Networks

Set the networks to use while running tests of this plan.

Reality is this feature is a

Recovery Plan Information each network used ﬁhﬂn‘lﬂﬂiﬁhﬂ'ﬁ ‘S*dk
safety valve to prevent VMs [ o iaid el S R

being tested on production S Solic ALK I 104 Wark the systam 10

portgroups by defaUIt Suspend Local ¥Ms isolated n environment during each test (Reco

In practice customers will
create test VLANs and
override “bubble”




How will the placement of VMs affect the flexibility of
an SRM protection group / recovery plan design?

Remember that the basic unit of replication is the datastore
- A protection group will consist of one or more datastores

For a protection group to map to a business entity such as
application group, department, IT service then VMs on datastore
must map to that entity to provide required granularity

For protection groups and recovery plans consisting of multiple
datastores verify the replication schedules are sufficiently
consistent with each other to meet your RPO’s and ensure
applications recover correctly. This can be enforced at the
storage array level



Using information from previous slide lets look at a
simple example.
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SRM Administration — FAQs 1 of 3

Q. Which VirtualCenter object is SRM enabled on,
Host, Cluster, Resource Pool?

A. In SRM the basic unit of replication is the datastore. Recovered VMs
can be placed on arbitrary hosts/clusters, as long as the hosts can access
the replicated datastores

Q. Do all VM’s we are protecting need to be in a
cluster?

A. No. SRM only requires separate VirtualCenter instances. One
managing protected site and other managing recovery site

Q. For failover how does SRM guarantee
resources at the recovery site?

A. SRM can suspend local VM'’s at the recovery site as part of recovery
plan. Best practice is to also use resource pools at the protected site and

map these to resource pools at the recovery site using SRM “Inventory
Mapping”




SRM Administration — FAQs 2 of 3

Q. Occasionally when we login to the SRM screens we
see the sites pairing status displayed as “Low
Resources on Paired Site” what causes this?

Site Recovery for s2-voenter.ymnix.com

= e Olarms - Permissions

Local Site Paired Site

ViZ Server: s2-veenter:d43 WiZ Server: s1l-vcenter.ymnik.com:443
SRM Server: 10.16.134.221:8095 SRM Server: 10.16.134.247:8095

Site Mame: Site Recovery for s2-voenter. ymnix.c... Sike Marne: Site Recovery for s1-voenter. ¥ymnix.c...

Protection Setup
Lse the steps below bo copfigurs nrotection foe bhis sike

| e

M C0MNECkion: ._h Low Resources on Pair... Configure | Break )
Array Managers: ~ToTgured TETTare

Inventory Mappings: Configured Configure

Protection Groups: 2 Create

Recovery Setup

Create recovery plans For protection groups on the paired site.

Recovery Plans: T Create




SRM Administration — FAQs 3 of 3

Q. During the beta SRM used to preserve the VMFS
datastore names now they appear as Shap-xxxx?

A. The GA vercinn nf QRNM hv dafanlt dnac nnt rename datastores

back to the Resources Jould leave

the default t CPU usage: 190 MHz reverse the
behaviour by FIO: Homory saoe; SR Ir.xml,

default is “fa

- _ml'bam 1:4:16:1 . _ >
<fixRecov | P ')Names>

Note: vmy VMware
Site Recovery Manager\config




Failback

Failback and SRM 1.0
Options with SRM 1.0
Abbreviations and Checklist

Leveraging SRM

Considerations and Summary




Failback Is Not Automated in SRM 1.0

fC-¥imZ3.eng.¥ymware.com - ¥Mware Infrastructu

dit  Wiew Ioventory Administration  Blugins

Client

a =

Scheduled Tazhks Events

Conzolidation

B3

Site Recovery

. Test m Pause m Resure |. Skop

El% Site Recovery
@ Protection Groups

-5 Recovery Plans
ﬂ Fecovery Plan 1 - Protection Group 1

1 |Recovery Plan 2 - Protection Group 2 |
ﬂ Recovery Plan 3 - Complete Site Failowver

From the VI Client in the recovery site
expand Recovery Plans in the left hand
pane and select the recovery plan to
execute the failover against. The
failover can be started by either
clicking on the 'Run’ button that is
highlighted above or by clicking on the
‘Execute Recovery Plan’ link under the

STl dirkuEl Machinesy S Recos

General

MName:
Descripkion:
Skakus:

Recovery Plan 2 - Protection Gro...
Partial failover for app_ym7 to a...

Commands

b Edit Recovery Plan

;_I“ Remove Recovery Plan

. Test Recovery Plan

Commands section

" [ runRecovery Plan

& Tasks @ Alams |

|&dministrator e

e




Why Is Failback Not Automated in SRM 1.0 ?

Array
SRM Server
Array Vendor

v Mgmt
anager Interface Array

Replication
Manager

Vendor

Array

Mgmt Arra
Manager Interface y

Storage Replication Adapter (SRA)is  ONLY responsible for:

> Array discovery
> Replicated LUN discovery

> SRM Test initiation (simulated failover in an isolated environment )

> SRM Failover initiation (actual fallover of services to the recovery site )

SRM Failback initiation is not part of the SRA 1.0 specification




Storage View During a SRM Recovery
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SRM Recovery

|n Run
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SRM 1.0 Failback Options

You have two Failback Options
> Without SRM (no Recovery Plan, no Testing capabilities, no audit trall)

W Delete the protection groups in the Protected Site VC

®  Unregister the protected virtual machines in the Protected Site VC
W Work with your storage team, reverse data replication
u

VM re-inventory in Protected Site VC, restart and re-ip (manual or scripted)

With SRM (Recovery Plan, Test before Recovery, built-in audit trail)

W Delete the protection groups in the Protected Site VC

®  Unregister the protected virtual machines in the Protected Site VC
m Work with your storage team, reverse data replication
u

Leverage SRM, complete SRM workflows in the reverse direction from
Recovery Site back to the Protected Site

Repeat the above steps from the Protected Site back to the Recovery Site
to complete the re-protection of the virtual machines in the Protected Site




Connect to the VC instance in Site A and delete protection group (PG 1)

|J-_T,J dr-vc-¥im22.eng.ymware.com - YMware Infrastructure Client

File Edit “iew Inwventory Administration Plugins Help

alo 7 = P &o

I Fvventory Scheduled Tazks Ewvents & driniztration i apz

r;g“’g Edit Protection Graup Gx Remoyve Prokection Group

= ‘1% oite Recovery Protection Group 1
E'@ Protection Groups

...... ﬂ Protection Group 2

. ﬂ |F'FI:I|:EE|:iI:II'I Gronn 1| v = Cenbachon EE‘. Rermowve Prokectic
Edit Prokection Grou Skakus

Sunmarsy YWirtal Machines Permissions

------ % Recovery Plans

Add Permission. ..




Failback Leveraging SRM.....

= ﬂ? Hosts & Clusters protected services

= Power On Ckrl+B

ET Wines . BNg. WMWAre . Ccom SEEY Yirkual Machines S SOLTCE Eower 2 ZhE]+E

= & shared Suspend ChrlH-Z
b4 |ocal services Reset (o =

= E rDtected services Mame , | State Shut Do GUest

- SR | Powered OFf Festart Guest
@ app_vmil app_vmil Powered OFF —
3pp_vmil app_vmll Powered oFF SMapshiot
app_vm1z app_wmlz Fowered OFF
3pp_vmz app_wmz Fowered OFF
:EE“:E? app_wm3 Powered OFF
-Ell:ll:l_'-.-'I'I'IS app_wm Powered OFF
app:\gmﬁ app_v¥mS Powered CFf
app_m? App_YmG Powered CFF Add ﬂlarrrf. g
app_vms3 APp_W7 Powered CFf Add Permission. . .
app_wmd app_vme Powered OFF
app_vm9 Fowered OFf

Migrate. ..

Zlane. ..

e ta Template. ..
Conyerk o Template, ..

BHEHEHHEHEEHEHE

Cipen Consale
Send ChrlH-Alk+Del
Amswer DUestion.. .

pleleicielelseles

Report Performance. ..

Connect to the VC instance in Site A and perform b e ek

Edit Settings...

a remove from inventory operation on all the S
protected VMs in Site A




Failback Leveraging SRM

Work with your Storage team to complete a storage
configuration change ‘personality swap’ — FIRST ONE

> Source LUN is now associated with Site B and the Target LUN is
associated with Site A

Storage configuration prior to running a Recovery in SRM from Site B to
Site A (Failback) after a storage configuration change ‘personality swap’

Site A - Recovery Site | Site B - Protected Site

Data Replication is now cpnfigured from Site B to Site A
Source LUN is in Site B with Target LUN in Site A

Write Disabled Read Write
(read only) Enabled

Target LUN Source LUN
— (shared-san-2) (shared-san-2) —
Protected VMs Protected VMs

(app_vm7 to app_vm12) (app_vm7 to app_vm12)
Protected VMs offline Protected VMs that will be
in Site A recovered to Site A

Note: A Clone LUN is not configured in Site A and will not be used during
the Failback from Site B back to Site A




Failback Leveraging SRM.....
Complete the Array Manager configuration wizard in Site B.

Protection Side Array Manager | Protection Side Array Managers:

Fecovery Side Array Managers

Display Mame
Feview Mirrored LUNs

| Manager Type

| Address

wimzZ3dc SaN Symmetriz Mative

i3

Protection grrays:

array 10 | Madel | Peer Array

LUM Caunk

a No0157461516 10003-M2

Qo012010z2159

1]

| Recovery Side Array Managers:

Pratection Side Array Manaders

Recovery Side Array Manager! Display Mame I Manager Type

| Address

Review Mirrored LUMs vimz2dc SAM

Swrnmetrix Mative

wirnZs

Protection &rrays:

Array ID | Maodel Feer Array

LM Counk

@ ao01g7461516 10005-M2 Qo0120102159

2

: El- H SAM Array 000157461516

- (J Datastore Group: [shared-san-2]
L B E Datastares
E LUM '027F' mirrored bo remote LUN '0424'
El ﬂ Dataskore Group: [shared-san-1]
= a Catastores

E LUM '027E' mirrored ko remote LUK ‘0423

Praotection Side &rray Managers
Recovery Side Array Managers
Review Replicated Datastores

Site B
Array Manager
View




Failback Leveraging SRM.....

Configure Inventory Preferences in Site B

> These inventory preferences will be applied to the protected VMs when
they are restarted in Site A after the failback

Protection Groups

S8y = e S S = e e Inventory Mappings S EsdilEs

Configure mappings between resources on the prokection and recovery sites, Resources used by a ¥M on the prokection site will be replaced by mapped

resources an the recovery site when the WM is recovered,

Pratection Site Resources | Recovery Sike Resources | Recovery Site Path

Metworks

= vimZ3dc

g WM Mebwork g WM Mebwork, IMetwarks fvimzzde)

Compute Resources

= vimz23dc

= wiM23, ENg. ¥Iar e, com /B, Mone Selected
@& shared /&, Mone Selected

local services Mone Selected
protected services [Hosts & ClustersvimZ 2dovim22 . eng. vrware, com)'shar ed) |

rECOvEry
¥irtual Machine Folders

= wimz23de Ay Mone Selected
= Ef? shared A Mone Selected
Ef? "ﬂ shared JDatacenters/vimzZ2dc)




Failback Leveraging SRM

Connect to the VC instance in Site B and configure protection
groups for the virtual machines that will be failed back to Site A




Failback Leveraging SRM.....

Connect to the VC instance in Site A and create required
recovery plan(s) in Site A



You are now READY for
> First complete a SRM Test from Site B to Site A

Confirm all protected VMs started up cleanly

Review the history report which is your audit trail for the SRM Test
> Second complete a SRM Recovery from Site Bto Site A

Confirm all protected VMs started up cleanly

Review the history report which is your audit trail for the SRM Recovery*

Note: Is completed via a SRM Recovery operation



Post Failback — Rebuild Original Configuration

Shutdown all of the protected VMs in Site A that wer
failed back from Site B

Perform a cleanup of the directory in Site A that
contained the VM configuration files created during
protection group(s) creation in Site B

Connect to the VC instance in Site B and delete
protection group(s) that were created in Site B

Connect to the VC instance in Site B and perform a
remove from inventory operation on all the protecte
VMs in Site B that were recovered to Site A



Work with your Storage team to complete a storage configuration
change ‘personality swap’ —

> Source LUN is now re-associated with Site A, the Target LUN is
re-associated with Site B along with the Clone LUN

-san-2’

|
|
|
|

(app_vm7 to app_vm12)

I
( -san-2) I ( -san-2) ( -san-2)
: (app_vm7 to app_vm12)

Note: -san-1 -san-2’




Recreate protection group(s) in Site A for the protected VMs

> Note: The protection groups you create here should be identical to the
protection groups that were originally associated with recovery plans
contained at Site B ( RP 1)

Re-associate protection group(s) in Site A with RP 1 in Site B



Rebuilding Original SRM Configuration.....DONE!

Complete a final ‘Test’ a simulated failover against a recovery plan to
ensure that Site A is RE-PROTECTED and ready for any event that may
necessitate a Recovery via SRM to Site B should a disaster be declared

-san-2’

SRM Test

(app_vm7 _vm12)

I
( -san-2) I ( -san-2) ( -san-2)
(app_vm7 _vm12) :

Note: -san-1 -san-2’




Site Pairing from Site B back to Site A via the SRM
Connection wizard

> Not required as this is a bi-directional relationship and only
needs to be completed once between Site A and Site B

SRM License transfer between Site A and Site B

> The SRM failback steps did not discuss the transfer of SRM
licenses between Site A and Site B and vice versa

DNS Updates: SRM 1.0 does not provide a mechanism
to update DNS

> Remember to update DNS as required during FAILBACK



Failback Summary

Failback is not an automated procedure in SRM 1.0
> It is a multistep process that will require plannin g on your part
You will need to involve the storage team during fa  ilback

Failback can be completed leveraging SRM, the benef its are:

> Recovery Plan
> Test before Recovery (FAILBACK)
> Built-in audit trall

Practice Makes Perfect, Test and then Re-Test your
FAILBACK procedures




VMware BCDR References

Download VMbook on BCDR at:

http://www.vmware.com/files/pdf/practical quide bcd r vmb.pdf

Visit the Site Recovery Manager site to learn more  at:
http://www.vmware.com/products/srm/

Download the Site Recovery Manager Compatibility Ma  trix, which
IS available at:
http://www.vmware.com/pdf/srm 10 compat matrix.pdf

Download the Site Recovery Manager Evaluator's Guid e, which is
available at: http://www.vmware.com/pdf/srm 10 eval quide.pdf
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